NAMATKA ;
ANS OBYYAIOLLMXCS OB UHOOPMALIMOHHOW BE30MACHOCTM AETE

HENb3A

1. Bcem nogpsig coobuwaTb CBOK YacTHYK MHGOpMaUMo (HacTosdwme ums, daMmmnmio, TenedoH,
aZpec, HoMep LIKOMbl, a Takke doTorpacumm CBoU, CBOEW CEMbU U ApPYy3en);

2. OTKpbIBaTb BNOXEHHbIE (palnbl 3NEKTPOHHOW MOYThI, KOrAa He 3Haellb OTnpaBuTens;
3. [pybuTb, NpuanpaTtbCs, OkasblBaTb AaBIEHME - BECTU CeBs1 HEBEXITMBO U arpeCCHBHO;

4. He pacnopspkalnics OeHbramu TBOen cembu 6e3 paspelueHust cTaplumx - Bcerga cnpawmsan
poauTenen;

5. He BcTpevainca ¢ VIHTepHET-3HAaKOMbIMU B peasibHOM XWU3HW - MOCOBETYWCS CO B3POCHbIM,
KOTOpOMY J0oBepsieLlb.

OCTOPOXHO

1. He Bce nuwyTt npaBay. YnTtaewnb o cebe Henpasgy B WHTepHeTe - coobwim o6 3TOM CBOMM
poauTENaM WU ONeKyHaM;

2. MpurnawatoT nepenucbiBaThbCs, Urpatb, 0OMeHMBaTLCA - NPOBEPb, HET NN NOLBOXA;
3. HesakoHHoOe konunpoBaHue ¢harinos B IHTepHETE - BOPOBCTBO;
4. Bcerpa pacckasbiBal B3pocrbiM 0 npobrnemax B ceTu - OHM BCeraa nomoryT;

5. Vicnonb3y HacTpowku 6e3onacHOCTV UM MPUBATHOCTU, YTODbLI HEe MOTEPSTb CBOM aKKayHTbl B
couceTax n Apyrux nopranax.

MOXXHO
1. YBaxaw gpyrux nono3oBaTteneim;
2. Monb3yewbca MHTEpHET-UCTOYHUKOM - Aenan CCbIfKy Ha Hero;
3. OTKpbIBaW TONBKO TE CCINKW, B KOTOPbIX YBEPEH;

4. ObwaTtbcs 3a NOMOLLLI B3pOCHbIM - POAUTENW, OMeKkyHbl M agMUHUCTpaLMs CalToOB Bceraa
NMOMOryT;

5. Mponan o6y4yeHne Ha cainTe "CeTeBMYOK" 1 Nony4dy nacnopT LndpoBoro rpaxaaHuHal

MHPOPMALIMOHHAA NAMATKA
AnsA ObYYHAKOLLKUXCA OANnA PASMELLEHNA
HA O®OUUNATIbHBLIX UHTEPHET-PECYPCAX

C kaxablM rogoM MONOAEXU B MHTEPHETE CTaHOBUTLCS Oornblue, a LUKOSIbHUKU OOHWU U3 CaMbiX
aKTMBHbIX Nonb3oBaTtenen PyHeTa. Mexay TemM, NOMMMO OrpOMHOIO KONMYecTBa BO3MOXHOCTEN, UHTEPHET
HeceT u Npobnemsbl. 3Ta NamMATKa JOIMKHA NOMOYb Tebe 6Ge3onacHO HaXo0aNTLCSA B CETH.

KomnbloTepHble BUPYCbI

KomnbloTepHbIi BUPYC - 3TO PasHOBWAHOCTb KOMMbIOTEPHbLIX MpOrpamMM, OTINYUTENbHOM
0COBEHHOCTBIO KOTOPOW ABNAETCHA CMOCOBHOCTb K pa3MHOXeHWIo. B fononHeHne K aTomy, BUPYCbl MOTYT
nospeanTb UMK NOJTHOCTbIO YHUYTOXUTb BCE cpaﬁnu N AOaHHble, NOAKOHTPOJIbHbIE MOJib30BaTEN0, OT
UMeEHN KOTOporo 6bina 3anyleHa 3apakeHHas nporpamMma, a Takke NOBPeAuTb UMK AaXe YHUYTOXUTb
OMnepauuoHHY0 CUCTEMY CO BCeMM (havinamu B uenom. B GonbluMHCTBE crnydaeB pacnpoCTpaHATCS
BMPYCbl Yepes UHTEpHeT.



MeToab! 3aWunTbl OT BPEeAOHOCHbIX NMporpamMm:

1. Vicnonb3yi coBpeMEHHbIE OMepaLMOHHbIE CUCTEMbI, UMEIOLLME CEPbE3HbIA YPOBEHb 3alUMThI OT
BPELOHOCHLIX Mporpamm;

2. TlocTtosiHHO ycTaHaBnuBa nadytMm (uudppoBble  3annaTky, KOTOpble aBTOMATUYECKU
yCTaHaBNMBalTCs C Uenblo [opaboTkM nporpammbl) M Apyrme OOHOBMNEHUS CBOEW OMnepauuoHHOW
cuctembl. CKkaumBanm Mx TONbKO C oduumanbHoro camta paspabotumka OC. Ecnn cywlectByeT pexum
aBTOMaTU4ecKoro o6HOBMNEHMS, BKIIOYU €ro;

3. PaBoTain Ha CBOEM KOMMbIOTEPE Nof NpaBaMu Monb3oBaTens, a He agMUHUcTparTopa. ATo He
no3BonnT 6OJ'IbLIJVIHCTBy BpeaOHOCHbIX MNporpaMMm UWHCTanmMpoBaTtbCA Ha TBOEM MNEepCOHAJIbHOM
KOMMbIOTEPE;

4. Vcnonb3y’h aHTUBMPYCHblE MpoOrpamMMHble MPOAYKTbl W3BECTHbIX MNpousBoauTeNnen, c
aBTOMaTU4ecknm obHoBneHnem 6as;

5. OrpaHuyb puanyeckuii 4OCTYN K KOMMbIOTEPY ANS MOCTOPOHHUX NNLL;

6. cnonb3yn BHeLWHNE HOCUTENM HOPMaLMK, Takue Kak dreLuka, AUcK unu ann ns uHTepHeTa,
TONbKO U3 NPOBEPEHHbLIX UCTOYHMKOB;

7. He oTKkpbiBan koMMblOTEpHblE bainbl, NOSyYEHHbIE U3 HEHAAEXHbIX MCTOYHMKOB. [laxe Te
havinbl, KOTopble Npucnan TBOW 3HaKOMbIN. Jlyylie yTo4HM y Hero, oTnpasnsan nm oH Tebe ux.

Cetu WI-FI

Wi-Fi - aTo He BMA nepedayvn OaHHbIX, HE TEXHOMOrMS, a BCcero nuwb 6peHa, mapka. Ewe B 1991
rogy HugepnaHgckas komnaHus 3apeructpupoana 6peng "WECA", yto obo3Havano crioBocoyeTaHme
"Wireless Fidelity", koTopbilt nepeBogmMTCs Kak "6ecnpoBogHasi TOYHOCTL".

[Jo Hawero BpemeHu gowwna gpyras abopesuaTypa, koTopas ABMAsieTCa TaKom e TexHonormen. 31o
abbpeswnartypa "Wi-Fi". Takoe Ha3BaHMe ObINO 4aHO C HAMEKOM Ha CTaHOAPT BbICLUEN 3BYKOBOW TEXHUKU
Hi-Fi, uTo B nepeBofe o3Ha4aeT "BbiCOKasd TOYHOCTL".

[a, OGecnnaTHbll WHTEPHET-JOCTYN B Kade, OTensiXx M aspornopTax SABMASETCS OTNIMYHOMN
BO3MOXHOCTbIO BbIXOfa B MHTEpPHET. Ho MHOrMe akcnepThl cuuTatoT, 4YTo obwenoctynHele Wi-Fi cetn He
ABNAOTCA 6e30MacHbIMU.

CoBeTbl No 6e3onacHocTu paboTbl B 06LWwenocTynHbIx ceTax Wi-fi:

1. He nepegasan cBoto nu4yHyto nHdopmMauuio Yepes obwepoctynHole Wi-Fi cetn. PaboTtas B HuXx,
XenartenbHO He BBOAUTb Naponn AOCTyNa, NOrMHbI 1 Kakne-To HoMepa;

2. Vicnonb3ayii 1 0GHOBNA aHTMBUPYCHbIE NporpaMmbl U GpaHamayep. Tem cambim Tbl 06e3onacuilb
cebs OT 3aKkayky BUpyca Ha TBOE YCTPOMUCTBO;

3. Mpu ncnonbzosaHmn Wi-Fi oTkntoum dyHkumio "O6wmn goctyn K hannam v npuHtepam”. JaHHas
yHKUMSA 3aKpblTa MO YMOMYaHWIO, OQHAKO HEKOTOpble MOSb30BaTenu akTUBMPYKT ee Ansd ynobcTea
ucnonb3oBaHusa B pabote nnu yyebe;

4. He ucnonb3yn nybnuynein WI-FI ona nepegadv nuyHbIX AaHHbIX, Hanpuvep Ans BbIxoda B
coumanbHble CETU UMW B SNEKTPOHHYIO MOYTY;

5. Vicnonb3yn Tonbko 3alymuieHHoe coeanHeHune vyepes HTTPS, a He HTTP, 1.e. npu Habope Beb6-
agpeca BBoau MMeHHo "https://";

6. B mobunbHom TenedoHe oTkmoum dyHkumo "TMogkntovenne k Wi-Fi aBTomatuyeckn”. He
Jonyckam aBTOMaTU4eCcKoro noaknioYeHuss yctponcTaa k cetam Wi-Fi 6e3 TBoero cornacus.

CoumnanbHble ceTn
CoumanbHble CETU aKTUBHO BXOAST B HALLY >KW3Hb, MHOTME ftoan paboTatoT 1 KMBYT TaM NOCTOSIHHO,

a B Facebook yxe 3apernctpupoBaH Munnuapg 4ernoBek, YTO SIBNSieTCA OAHOW CedbMOW BCeX Xuteneun
nnaHeTbl. MHOrMe nonb3oBaTeENU HE MOHMMAIT, YTO MHGOPMAUUS, pasMeLleHHas MMM B COLManbHbIX



CeTsIX, MOXeT OblTb HalngeHa M MUCMOoNb3oBaHa KeMm yrogHo, B TOM 4ucrie He obsizaTenbHO ¢ Gnarumm
HaMepeHuamu.

OcHOBHble coBeTbl Mo 6e30nacHOCTN B CoLManbHbIX CETAX:
1. OrpaHuyb cnucok apysen. Y 1ebs B Apy3bsiX HE AOMKHO BbiTb CryYanHbIX 1 HE3HAKOMBbIX NI0AEN;

2. 3awmuwark CBOK 4YacTHYH M3Hb. He ykasbiBail maponu, TenedgoHbl, agpeca, gaTy TBOEro
POXAEHUS U APYrY0 NNYHYI MHopMaLMio. 3rOoyMbILLIIEHHUKU MOTYT UCMONb30BaTh Aaxe MHopMaLmio
0 TOM, KaK Tbl ¥ TBOM poaNUTENM MnaHnpyeTe NPOBECTU KaHUKYMbI;

3. 3awumuian ceoro penyTaumio - 4epXu ee B YACTOTe 1 3agasawn cebe Bonpoc: xoten bl Thbl, YTOObI
ApYyrue nonb3oBaTenu BUAENW, YTO Tbl 3arpyxaewb? lMogymai, npexae 4yem 4YTo-TO onybnukoBaTb,
HanucaTb U 3arpy3uTb;

4. Ecnu Tbl roBOpULLb C NIOABMW, KOTOPbIX HE 3HAELLb, HE UCMOSb3Y CBOE peanbHOE UMS U ApYryto
NINYHYI0 MHCPOPMAaLMK: UMSI, MECTO XXUTENbCTBA, MECTO y4elbl 1 Npoyee;

5. U3beran pasmelleHns gpoTorpacdun B UHTepHeTe, rae Tbl N300pakeH Ha MECTHOCTM, MO KOTOPOW
MOXHO ONpeaennTb TBOE MECTOMONOXEHNE;

6. Mpwn pernctpaummn B coumarnbHON ceT HeobxoaMMO UCMONb30BaTb COXHbIE MAaposin, COCTOSLME
13 BykB 1 LMdpP M C KONMYECTBOM 3HAKOB He MeHee 8;

7. Ona counanbHOW CeTH, MOYTbl U OPYrMX CAUTOB HEOBXOOUMO UCMONb30BaTb pasHbie Naponu.
Torga ecnu Tebsi B3NoOMatoT, TO 3M10YMbILLNEHHUKN NOMy4aT AOCTYN TOMbKO K OAHOMY MECTY, a He BO Bce
cpasy.

OnNeKTPOHHbIe AeHbIn

OnNeKTPOHHbIE AeHbM - 3TO OYeHb YAOOHbIN Ccnocod nnaTexen, 0OgHaKo CyLLEeCTBYIOT MOLUEHHUKM,
KOTOpbl€ XOTAT NOMAY4YnTb 3TN AEHbIW.

3J'IeKTpOHHbIe OeHbrnm noABUNMCb coBcemMm HegaBHO U MMEHHO U3-3a 3TON0 BO MHOIrMX rocygapcreax
00 CUX NMop He nponmncaHo npo HMUX B 3aKOHaX.

B Poccumn xe oHM (DYHKUMOHWMPYIOT U O HUX YXKE NPONUCaHO B 3aKOHe, FAe MX pasgensitoT Ha
HECKOITbKO BMOOB - aHOHMMHbIE U HE aHOHUMHble. PasHuua B TOM, YTO aHOHWMHbIE - 3TO Te, B KOTOPbIX
paspeluaeTcs nNpoBoauTb onepaumMm 6e3  ugeHTMdMKauum nonb3oBaTens, a B HeaHOHUMHbIX
naeHTudrKaums nonb3oBaTens ABnsieTcst 06s3aTensHON.

Takke cnegyeTt pas3nuyatb 3NEKTPOHHbIE PuaTHble AeHbIM (PaBHbI FOCYAAPCTBEHHbBIM BantoTaMm) u
3NEKTPOHHbIE HedMaTHblE AeHbMM (HEe paBHbI FOCYAapCTBEHHBLIM BasnoTaMm).

OcHoBHble coBeTbl Mo 6e3onacHomn pa60Te C 3J1EeKTPOHHbIMU AE€HbramMmu:

1. MpuBsDKM K cHETY MOBUNBHbLIV TenedoH. 3To cambivi yAobHbIN 1 BbICTPBIN CNOCO6 BOCCTAHOBUTL
[OCTyn K cyeTy. MNpuBa3aHHbI TenedoH NOMOXET, ecnv 3abyaellb CBOV MNaTeXHbIN Naponb Unv 3angellb
Ha CalT C HE3HAKOMOrO YCTPOMNCTBA;

2. Ncnonb3yi ogHopa3soBble naponu. Mocne nepexoda Ha yCUNEHHy aBTopusauuto Tebe yxe He
OyaeT yrpoxaTb ONMacHOCTb KpaXky UK nepexearta nnaTexXHoro napons;

3. Bbibepu cnoxHbli naponb. [lpectynHukam OydeT He MpoOCTO yragaTb CHOXHbBIA Maporb.
HapgexHble naponu - 3T0 Naposnu, KoTopble cogepXaT He MeHee 8 3HaKOB 1 BKINOYaloT B cebs CTPOUHbIE 1
nponucHble 6ykBbl, LMAPbI U HECKONBKO CMMBOMOB, TakMe Kak 3Hak gonnapa, dyHTa, BOCKNMuaTenbHbIN
3Hak 1 1.n. Hanpumep, $tRONng!;;

4. He BBOAM CBOW NIMYHbIE JAHHbIE HA calTax, KOTOPbIM He AoBepseLlb.
OneKTpoHHaA novta
OneKTpoHHadA noyTa - 3TO TEXHOMNOMMS U NpeaoCTaBnseMble el YCryry no nepechisike 1 NonyyYeHunto

3MNEeKTPOHHbIX COOGLLEHWI, KOTOopble pacnpeaensioTcs B KOMMbOTEPHON ceTu. OObIYHO 3MEKTPOHHBbIN
MOYTOBBIA SALWMK BbIFMISAANT CregylowyM o6pas3om: UMs_Monb3oBaTens@uMs_goMeHa. Takke Kpome



nepenayv NpocToro TekcTa, UMeeTCcss BO3MOXHOCTb NepeaaBath (hainbl.
OcHoBHble coBeTbl Mo 6esonacHol paboTe ¢ ANEKTPOHHON NOYTON:

1. Hapo BbIGpaTh NpaBunbHbIN NOYTOBLIN CEPBUC. B MHTEPHETE €CTb OrPOMHBIV BbIGOP BecnnaTHbIX
NMOYTOBbIX CEPBMCOB, OAHAKO MNy4lle JOBEPSTb TEM, KOrO 3HaeLLb 1 KTO NEPBLIN B PEUTUHTE;

2. He ykasbiBa B JIMYHOW MO4YTE JMYHYKO WHGopmaunto. Hanpumep, nydwe BbiOpaThb
"My3blkanbHbIN_aHat@" nnn "pok2013" BmecTo "Temal3";

3. Wcnonb3yn OByxaTanHyw aBTopu3auuio. OTO Korga MOMMMO Mapornis HYyXXHO BBOAWTb KoA,
npuceinaemsii no SMS;

4. Bbibepn cnoxHbii naponb. [Ons KaXgoro MoYToBOro fAuiMka AOSMKEH OblTb CBOW HaAeXHbIN,
YCTOMYMBBLIN K B31IOMY Naposib;

5. Ecnn ecTb BO3MOXHOCTbL Hanncatb CamoMy CBOM NIUYHbIV BOMPOC, UCMOMb3Yyh 3Ty BO3MOXHOCTb;

6. Vlcnonb3yn HEeCcKONMbKO MOYTOBbIX AWMKOB. [lepBbi ANsS 4aCTHOW Nepenuckn ¢ agpecaTtamu,
KOTOPbIM Tbl JOBepsieLlb. OTO ANEKTPOHHbIV agpec He Haao MCNOfMb30BaThb NPU perncTpaummn Ha hopymax
n canTax;

7. He oTkpbiBan gannbl n gpyrne BNoXeHns B NUCbMax, AaxXe eCrnv OHWU NpULLY OT TBOMX ApY3eNn.
Jlydwe yTouHn y HUX, OTNpaBnsanm nim oHn Tebe atn dawnnel;

8. Nocne okoH4YaHUsA paboTbl HAa NOMTOBOM CEPBUCE Nepen 3aKpbiTUEM BKNAAKM C CanToM He 3abyab
Ha)kaTtb Ha "Bbintn".

Kn6epO6ynnuHr unu BupTyanbHoe U3geBaTeNbCTBO

KnbepbynnuHr - npecnegoBaHne coobLWEeHMAMK, codepxawwmMmn ockopbneHus, arpeccuio,
3anyrmBaHue; XynmuraHcTeo; counarnbHoe 6OI7IKOTI/IpOBaHI/Ie C NOMOLLbIO pasfminyHbIX UHTEPHET-CEPBUNCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ KMGepOyNNUHIOM:

1. He 6pocarica B 6ow. Jly4wmii cnocob: nocoBeToBaTbCs Kak cebsi BECTU 1, €CNIN HET TOro, K KOMY
MOXHO 06paTuTbCs, TO BHadane ycrnokoutbcd. Ecnv Tbl HayHewb oOTBeyaTb OCKOpONeHuMaMn Ha
ockopbneHns, To TOMbKO eLle Bonblue pasoxKellb KOH(AKKT;

2. YnpaBnan cBoen knbeppenyTauuen;

3. AHOHMMHOCTb B CETU MHUMas. CyIJJ,eCTByl'OT crnocobbl BbISICHUTb, KTO CTOUT 3a aHOHWMHbIM
aKKayHTOM;

4. He cTtoMT BecTu XymuraHckum obpas BMpTyanbHOM XusHu. VIHTepHeT dukcupyeT Bce TBOM
AeNCTBUS U CcoXpaHsaeT ux. YaanuTb ux OyaeT kpariHe 3aTpygHUTENBHO;

5. Cobniogaw cBol BUPTYyarbHY YeCTb CMOMOAY;

6. WrHopupyh egumHuuHbIn HeratuB. OpgHOpas3oBble OCKOpOUTEnbHble COOOLIEeHMs  nydlle
urHopupoBatb. O6bIYHO arpeccus nNpekpaLlaeTcs Ha HavyanbHON CTaauu;

7. baH arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMW COOOLLIEHMAIMU, B COLMATbHbIX CETAX eCTb
BO3MOXHOCTb BMOKMPOBKM OTMNPaBKM COOBLLIEHMI C ONpefeneHHbIX aapecos;

8. Ecnn TbI cBupgetenb knbepOynnuHra. TBou AeNCTBMSA: BbICTYNWUTb MPOTUB MNpecrnegoBaTtens,
nokasatb €My, 4YTO ero [AeWCTBUS OLEHMBAIOTCA HeraTMBHO, noagepxaTb XepTBY, KOTOPOW HYXHa
ncyxorormyeckas MoMoLLpb, COOOLUMTE B3POCHbIM O dhakTe arpecCyBHOIO NOBEAEHMSA B CETU.

Mo6unbHbIN TenegoH

CoBpeMeHHble CMapTgOHbl U MMaHWeTbl codepxaT B cebe BrofiHe B3pocnblid (PyHKUMOHAnN, U
Tenepb OHW MOTYT KOHKYPMPOBaTb CO CTaLMOHApHbIMK KoMnbloTepamn. OgHako, CpeacTB 3awuTbl AN
nogobHbIX YCTPOWCTB MOKa 04YeHb Mano. TecTupoBaHWe U MOUCK YA3BUMOCTEN B HUX NPOUCXOOUT He Tak
WHTEHCMBHO, kak ans lMK, To xxe camoe kacaeTcs U MOBUIbHbBIX NPUIOXKEHWIA.



CoBpeMeHHble MObuWNbHble Gpaysepbl yXe NPaKTUYecku OOTrHanM HacTOomNbHble aHanory, ogHako
paclumpeHmne yHKLMOHana Bre4YeT 3a coboi GorbLUyo CIIOXHOCTE M MEHbLUYHO 3aLLMLLEHHOCTb.

[laneko He Bce NPOU3BOAMTENM BbINyCKalOT OGHOBNEHWS], 3aKpbIBaAOLLNE KPUTUYECKNE YSI3BUMOCTU
ONS CBOWX YCTPOMNCTB.

OcHoBHble coBeTbl Anst 6e3onacHOCTN MOBMNbHOro TenedoHa:

Hwu4ero He aBngaeTcs no-Hacrtodwemy OecnnaTtHbIM. Byﬂ,b OCTOpPOXeH, Beb Koraa Tebe npennararT
6ecnnaTHbIN KOHTEHT, B HEM MOoryT ObITb CKpPbITbl KakKme-TO nnaTHble yCnyru,

Oymaini, npexge 4yem otnpaBuTb SMS, ¢doto nnm Buaeo. Thbl TOYHO 3Haellb, rae OHW OyayT B
KOHEYHOM uTtore?

Heobxooumo 0OHOBMSTL ONEPaLMOHHYO CUCTEMY TBOETO CMapTdOHa;
Vicnonb3yi aHTUBMPYCHbIE NpOrpamMMbl At MOOUIbHBIX TeNedoHOB;

He sarpyxai npunoxeHns oT HEU3BECTHOrO NCTOYHKKA, BEA4b OHWU MOTYT CoAepXaTb BPeAoHOCHOe
nporpaMMHoe obecneyeHue;

lNocne Toro Kak Tbl BblMAELWb C cauTa, rae BBOAWM NUMYHYKO MHGOPMAaLMIO, 3alngm B HaCTPOMNKM
Opaysepa u yganum cookies;

Meprognyeckn NpoBepsii, Kakne nNnaTHble YCNYrn akTMBMPOBaHbl HA TBOEM HOMEPE;
[JaBaii cBo HOMep MOBUINLHOrO TenedoHa TONbKO MASIM, KOTOPbIX Thl 3HAELLb U KOMY AOBEpPSiELLb;

Bluetooth gormxeH BbITb BbIKNOYEH, KOrAa Thl UM He nonb3yelbes. He 3abbiBan MHOrAa NpoBepsiTh
aTo.

Online urpbi

CoBpeMeHHble OHMaMH-Urpbl - 3TO KPacouHble, 3axBaTbiBalollne pasBreveHus, obbeauHsowme
COTHM ThICSY YeNoBeK MO BCEMY MUPY. VIrpOKM nccneayoT AaHHbIR MM MUp, obLLaloTea Apyr C Opyrom,
BbIMOSHAIT 3aaHusi, CpaXkalTCsl C MOHCTPaMM M MOmnyvarT onbiT. 3a yAOBOMbLCTBUME OHW NNATAT:
NoKynatT AUCK, OnnaynBaloT aboHEMEHT Unu NPUOGpeTaloT KakMe-To Onuum.

Bce ot cpeactsa uayT Ha nogdepikaHue W pasBuUTUE Urpbl, a Takke Ha camy GesonacHOCTb:
COBEpLUEHCTBYIOTCA CUCTEMbl aBTOpM3auuUW, BbIMycKaloTCA HOBble natuu (UMdppoBble 3annaTku Ans
nporpamm), 3aKpbiBaloTCs YA3BUMOCTU CEpBEPOB.

B nogo6GHbIx nrpax CTounTt onacatbCA He CTOJIbKO CBOUX COMNEPHUKOB, CKOJTbKO KpaXXn TBOEro napons,
Ha KOTOpPOM OCHOBaHa cuctemMa aBTopusalum OonblUMHCTBA nrp.

OcHoBHble coBeTbI N0 6e30MacHOCTM TBOETO UrpoBOro akKkayHTa:

1. Ecnv gpyroii urpok BeaeT ce6s Nnoxo unv cozgaeT Tebe HenpusATHOCTK, 3a610KMPYIA ero B CniMcke
MrPOKOB;

2. Toxanyncs agMuHUCTpatopaMm MUrpbl Ha MNrOXoe NoBedeHWe 3TOro MUrpoka, >XenaTernbHo
NPUMOXUTb Kakne-To AokasaTenscTsa B BUAE CKPUHOB,;

3. He ykasbiBa NMyHy0 MHOpMaLmio B npodaine urphbl;
4. YBaxawn gpyrux y4acTHUKOB Mo uUrpe;

5. He yctaHaBnmBan HeouumanbHble naTyn 1 Moabl;

6. Micnonb3yit CnoxHble U pasHble naponu;

7. Naxe BO BPEMsl Urpbl HE CTOMT OTKIKOYATb aHTUBMPYC. MoKa Tbl Urpaellb, TBOM KOMMLIOTEP MOTYT
3apasuTb.

PUWNHT Unu Kpaxa NIN4YHbIX OaHHbIX



OObI4HOW Kpakew OeHer U AOKYMEHTOB CEroAHS YXKe HUKOrO He YOUBULLIb, HO C Pa3BUTUEM MHTEPHET-
TEXHOSMOMMIA 3MOYMBILSIEHHNKM MEPEMECTUNINCL B MHTEPHET, U MPOAOIMKalT 3aHumartbes "nobumbim”
Aernom.

Tak nosiBMnacb HOBas yrpo3a: WHTEPHET-MOLUEHHWYECTBA MW (DULLWHF, rMaBHas Lefb KOTOpPOro
COCTOUT B NOSTyYeHNN KOH(PMAEHLMaNbHbIX AaHHbIX NOMb30BaTeNemn - NOrMHOB 1 Naponen. Ha aHrnumnckom
a3blke phishing untaetca kak dpuwmHr (ot fishing - peibHasa noens, password - napons).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLIMHIOM:

1. Cnegmn 3a cBoMM akkayHToM. Ecnv Tbl nogospeBaellb, YTO TBOS aHkeTa Obina B3anomaHa, To
Heob6xoaMMO 3abnokupoBaTh ee U COOOLLMTL agMUHUCTPATOpaM pecypca 06 3TOM Kak MOXHO CKOpEE;

2. Nicnonb3yn 6e3onacHble Beb-cariThbl, B TOM YUCE, MHTEPHET-MarasuHoB U NOUCKOBbLIX CUCTEM,;

3. Wcnonb3yii crnoxHble W pasHble naponu. Takum oGpasom, ecnu Tebs B3fomalwT, TO
3M0YMBbILLMIEHHVKM NONyYaT OOCTYM TOMbKO K OAHOMY TBOEMY Mpoduriio B CETH, a He KO BCEM;

4. Ecnu T1ebsa B3anomanu, TO Heobxooumo npenynpeauTb BCEX CBOUX 3HAKOMbIX, KOTOPbIe
pobGasneHbl y Teba B Opy3bsix, O TOM, 4YTO TebS B3nomanu W, BO3MOXHO, OT TBOEro umeHw Oyaet
paccbinatbCs Cnam U CCbINKM Ha PULLMHIOBbIE CalThbl;

5. YctaHoBu HagexHbi napornb (PIN) Ha MoGunbHbIM Tenedow;
6. OTkNIoYM coxpaHeHne napons B 6paysepe;

7. He oTkpbiBan dainbl 1 gpyrne BroXeHUs B NMCbMax, Aaxke €Criv OHW NPULLAKN OT TBOMX OpPY3€EN.
Jlydwe yTo4HM y HUX, oTNpaBnsany nm oHu Tebe atu dannbl.

LUudpoBas penytaums

LindbpoBas penytaums - 3TO HeratMBHas unNu no3MTUBHAA WHGoOpMauus B cetn o Tebe.
KomnpomeTupyowas nHdopmaums, pasmeLleHHas B MIHTEPHETE, MOXET Cepbe3HbIM 06pa3oM OTpa3nTbCs
Ha TBOeW peanbHOW Xu3HW. "LnudpoBas penytaums" - 3T0 TBOW UMUK, KOTOpbIN dopmupyeTca n3
nHdopmaumm o Tede B MHTEPHETE.

TBOE MECTO XWTEnbCTBA, yqe6b|, TBOE (bI/IHaHCOBoe nonoXxeHme, 0cobeHHOCTU Xapakrtepa u
paccKkasbl O ONn3KMX - BCe 3TO HaKanMBaeTcs B CETU.

MHorne nogpoCTKM NErkOMbICIIEHHO OTHOCATCA K My6nukaumm nmdHon uHdgopmaumm B NHTepHeTe,
He MoHMMasi BO3MOXHbIX NOCMeACTBMI. Thbl Jaxe He CMOXelb AoragatbCs O TOM, YTO hoTorpadus,
pa3mMeLlleHHasa 5 neT Hasag, cTana NpPUYNHOM oTKasa NpuHATL Tebst Ha paboTy.

KommeHTapun, pasmelleHne TBouX dotorpadunii n apyrne OencTBUA MOTYT HE UCYE3HYTb Aaxe
nocrie Toro, Kak Tbl UX yganuulb. Tbl HE 3Haellb, KTO COXpaHun 3Ty MHOpMauuio, nonana nM oHa B
MOMCKOBbIE CUCTEMbI M COXpaHunacb Ny OHa, a rnaBHOe: 4YTO noaymarT o Tebe okpyxatowwme g,
KOTOpble HangyT 1 yBMAAT 3T0. Hantu nHdopmaumio MHOro neT cnycTss cMoXeT fiiobow - kak u3 gobpbix
noBy>xOeHUNn, Tak U C HaMepeHMeM NPUYNHNTL Bped. OTO MOXET ObITb KTO YrOgHO.

OcHOBHble COBETbI MO 3alLnUTe LI,I/I(prBOI7I penyTauunu:

1. Nogyman, npexae Yyem 4TO-TO NyGnMKOBaTb M NepedaBaTb y cebs B 6nore nnm B coumansHon
cetu;

2. B HacTporkax npoduns ycTaHOBM OrpaHUYEeHUs Ha MPOCMOTP TBOEro npoduns u ero

COAepXNMOro, caenan ero Tonbko "ang apysen";
3. He pa3meLluan n He ykasbiBan MHOpMaLnio, KOTopasi MOXET KOro-nnbo ockopbnaTe nnm obuxarsb.

ABTOpCKOE npaBo

COBpeMeHHbIe LUKOJIbHUKN - aKTUBHbI€ MoJfib3oBaTenmn LlM(prBOFO NPOCTpaHCTBA. OpHako ganeko
HEe BCe 3HaloT, YTO NnoJib3oBaHNe MHOIrMMU BO3MOXXHOCTAMU LI,I/I(prBOFO Mupa Tpe6yeT cobniogeHus npas
Ha MHTEeNNeKTyarbHYH CcobCTBEHHOCTb.



TepMuH "MHTENnNekTyaneHas COGCTBEHHOCTL" OTHOCUTCS K Pa3nUyHbIM TBOPEHUSAM YENOBEYECKOro
yMa, HaumMHas ¢ HOBbIX M30OpEeTEHUIN 1 3HaAKOB, 00603HavaLWMX COBCTBEHHOCTb Ha NPOAYKTLI U YCIyru, 1
3akaH4mBasi KHUramm, potorpacpmsiMm, KMHOUIBEMaMn 1 My3blkanbHBIMU MPOU3BEAEHUSIMMU.

ABTOpCKME NpaBa - 3TO MpaBa Ha WHTENeKTyarbHYyl0 COOCTBEHHOCTb Ha MPOW3BEAEHMWS HayKu,
nuTepaTypbl M WCKyccTBa. ABTOpPCKME nNpaBa BbICTyMalT B KayecTBe rapaHTMM TOro, 4TO
WHTemnneKTyanbHbI/TBOpYeCKMA Tpya asTopa He OydeT HanmpacHbiM, [acT emy CrpaBeanvBble
BO3MOXXHOCTM 3apaboTaTb Ha pe3ynbTaTax CBOero Tpyaa, NonyyYnTb U3BECTHOCTb U NpuaHaHue. HukTo 6e3
paspelleHnss aBTopa He MOXeT BOCMpPOM3BOAWUTL €ro Mpou3BeAeHMe, pacrnpocTpaHsaTb, NyGINYHO
AEeMOHCTpUpoBaTb, MpogaBaTb, WMMOPTMPOBaTb, MNyckaTb B MNpokaT, MyoNMYHO  UCMOJHSATD,
MoKa3blBaTb/MCMNOSHATL B 3hmpe Unmn pasmeLlatb B MIHTepHeTe.

Vicnonb3oBaHne "nMpaTckoro” nporpaMmHoro obecnevyeHnss MoXXeT NPUBECTU K MHOTMM pUCKaM: OT
noTepu OaHHbIX K TBOMM akkayHTam 40 GrnOKMPOBKU TBOEro YyCTPOWCTBA, r4e YCTaHOBMEeHa HeneranbHas
nporpamma. He ctount Takke 3abbiBaTb, YUTO CYLLECTBYIOT fieranbHble 1 BecnnaTtHble NporpamMmmbl, KOTOpbIe
MOXHO HaWTU B CETWU.

O noprtane
CeTeBUYOK.pd - TBOW IMaBHbLIA COBETYMK B CETU. 34ECH Thl MOXELLb Y3HaTb 0 6€30MacHOCTM B CETU

MOHATHBIM U JOCTYMHbLIM A3LIKOM, @ NP BO3HUKHOBEHWUM KPUTUYECKON CUTyauunM obpaTuUTbCs 3a COBETOM.
A Takxke NPUHATb y4acTne B KOHKypcax U cTaTb camMbiM LMPOBLIM rpaxxaaHnHom!



